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1. OBIIUE IMOJIOYKEHUS 11O YIIPABJEHUIO UH®OPMAIIMOHHOMN
BE3OIIACHOCTBIO

1.1. Tepmunsbl, onpee/ieHUs] U COKPALIEHHUSs

Tepmun Omnpenenenne

AKTHB ITpon3Bo/BHBI OOBEKT, HpPEOMET WJIA CYIIHOCTh, KOTOpPbIE HMMEIOT
NOTEHIHMAIBHYIO WK (haKTHYECKYIO IIeHHOCTh it O0IiecTBa

NudbopmanuosHbii PazHOBHIHOCTE  axkTWBa, INpeACTaBisIOmAs  coOOW  WHQOPMAIUIO

pecypc Ha MaTepUATbHOM HOCHTEJIe

AJMUHHECTpATOP PaGotauk OOmecTBa, HaJIeNEHHBIH TpaBaMU  aIMUHHCTPHPOBAHUS
UH(GOPMAIIMOHHBIX aKTUBOB, B 00S3aHHOCTH KOTOPOTO BXOIST MOIICPXKKA
HEOOXOIUMBIX  3alIUTHBIX Mep H  O00ecledYeHHE  HCIOJIb30BAHUS
UH(GOPMAIIMOHHOTO pecypca B COOTBETCTBHHU C TPEOOBAHUSMHU BIIaJeIIbIER
3THX PECYPCOB

busnec-npouecc (bIT) Cucrema  mociie[joBaTeIbHOM,  IIENIEHANPABICHHOW  JICATEIIBHOCTH,

HE0OXOIUMOM JUIs OCYIIEeCTBIICHUs On3Hec-nioTpedbHocTe#t O0mecTBa

Bnanenen
UH(POPMAIIMOHHOTO
pecypcea (akTHBa)

PaGortunk OOmecTBa, HaJeleHHBIM MOJMHOMOYMSIMHA ¥ OTBEYAIOIIUHN
3a YTBEPXKJCHUE IIpaB JOCTyNa K aKTUBY B COOTBETCTBHH C IMPHUHITUIIOM
MPOU3BOJCTBEHHON HEOOXOTUMOCTH

Bpenonocuoe 10

KommnbroTepHast nporpamma U060 WHasi KOMIIBIOTEpHas HHGOpMAIus,
3aBEJIOMO IIPEIHA3HAYCHHBIE JUISI HECAaHKIIMOHHPOBAHHOTO YHHUYTOXKEHHS,
O110KMpOBaHUs, MOU(UKAIINY, KOIMPOBAHUS KOMITBIOTEPHOM HH(POPMAITHH
WM HEHTpaJIM3allii CPECTB 3aIIUThl KOMIBIOTEPHOH HHpOpPMAIH

JemuminrapusoBaHHas CermMeHT BBIUMCIIUTENBHON CETH, SIBHO BBIICIICHHBIA I pa3sMEIICHHUS

30Ha ([IM3) CEpPBUCOB, OTBEYAIOIIMX HA 3apochl U3 ceTu MHTepHET, U OrpaHUYEHHBIN
B JIOCTYII€ K OCHOBHBIM CETMEHTaM CETH C MMOMOIIBI0 MEXKCETEBOI0 IKpaHa

JloctynHOCTB CpoiicTBO uMH(pOpManuy, KOTOpPOE XapakTepu3yeTcs oOecredeHHeM

UHpOpPMAUU OECIpensTCTBEHHOTO M CBOEBPEMEHHOTO JIOCTylla K Hed CyOBEeKTOB,
HMEIOIINX Ha 3TO NOJTHOMOYHS.

Nudopmanmonnas CocrosiHre 3alMIIEHHOCTH HHTepecoB (ueneit) OOmiectBa OT yrpo3

6e3omacuocTh (UB)

B HHPOPMALMOHHOH cdepe, a TakkKe COXpaHCHHE KOHQPHUIACHIHAILHOCTH,
L[EJIOCTHOCTHU U IOCTYITHOCTH HHMOpPMAIHH

Nudopmanuonubre
texHonoruu (UT)

00paboTKH,
CIIOCOOBI

IIpomeccel, MeTomsl  moucka, cOopa,  XpaHEeHWHS,
IIPEIOCTABJIEHUS,  paclpoCTpaHeHus  HHPOpMANMH U
OCYIIECTBJICHUS TAKHX MPOLIECCOB M METOJIOB

Nummaent
uHGOPMAITMOHHOM
0€e30I1acHOCTH

OmHO WIM HECKOJBKO HEXeJIaTeNbHbIX COOBITHH WH(GOPMAIMOHHON
0€30I1aCHOCTH, C KOTOPHIMH CBS3aHAa BEPOSTHOCTh HAHECEHUsS yIlepba
JOCTYIIHOCTH, LEJOCTHOCTA WM KOHQUICHIUATHHOCTH HWH(POPMAIUH,
XpaHuMOil ¥ 00pabaThiBaeMOil B JIOKAJIILHON BBIYHCIUTEIBLHON CETH
OOmiectBa

UT-undpactpykrypa

CoBokynHOCTh MHGOPMAIMOHHBIX TEXHOJOTHA M TEXHHYECKUX CPEICTB,
o0ecrneunBaroIuX XpaHeHue, 00paboTKy u nepenady uHbopMaIiu

Kommepueckas TaitHa

Pexum  xoHUIEHIMATBHOCTH  WMHGOPMAIMHM,  MO3BOJISIONIMNA €€
oOnajaTeqo HpHU CYIIECTBYIOIMX WM BO3MOXHBIX OOCTOSTEIIHCTBAX
YBEIIMYUTh JOXOJbI, H30€KaTh HEONPAaBIAHHBIX pPACXOAOB, COXPAHHTH
IIOJIOKCHHE Ha pPBIHKE TOBapoB, paboT, yCIyr WA HOJIYYUTh HUHYIO
KOMMEPUYECKYIO BBITOy

Kontparent

IOpunuyeckoe wmm  ¢usmueckoe  awMmo, — ucnone3dyiomee  UT-
uHppactpykrypy AO «PMK» npu HCHOJIHEHHH Tpa)aaHCKO-IIPABOBOIO
JoroBopa (MOAPSAYUK, IIOCTABIIMK, ITAPTHEP, KOHCYJIBTAHT, CTaXep,
IPaKTUKAHT U T. ]1.)
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KonpunennuaasHOCTh CpoiicTBO MH(}OpMAIK, KOTOPOE XapaKTepH3YeTCs COXpPaHCHHEM ee
uHdopmanuu B TailiHe OT CyOBEKTOB, HE UMEIOIINX IIpaB Ha JIOCTYH K Hel

JlokanbHas Yacte UT-undpactpykryper OOmmiecTBa, HCIoib3yeMas Ui Iepeaadd
BBIYHCIIUTENIbHAS CETh uHpOpMaIHU

(JIBC)

MexceTeBoii SKpaH,
Firewall

ITIporpamMHBIii WM  mporpaMMHo-ammapaTHbi  31emeHt  JIBC,
OCYILECTBIISIONUIMA KOHTPOJIb U (HIBTPALUIO MPOXOISINETr0 Yepe3 HEro
CETEBOro Tpaduika B COOTBETCTBHH C 3aIaHHBIMU IIPaBHUIIAMH

Hapymurens CyObeKT, peatu3yolui yrpo3bl HHPOPMAIIHOHHOM 0€301aCHOCTH
HCJI HecankiimoHupoBaHHBINA TOCTYTI
HOII HexBanudunupoBanHas 371eKTpOHHAs MOJITUCH

O6mectBo, AO «PMK»

AKHI/IOHCpHOC 06H_ICCTBO «P}’CCKaﬂ MCIHasA KOMIIaHH A

OHepaHI/IOHHaﬂ CHUCTEMA
(0C)

Kommiexc B3aMMOCBSI3aHHBIX porpamm, [IpeIHa3HAYEHHBIX
JUIsL YIIPaBJIEHUs pecypcaMyu KOMIIBIOTEPA U OpraHU3alldy B3alMOICHCTBHS
C I0JIb30BATEJIEM

[Tapons CpencTBO NPOBEPKU JIMYHOCTH MOJIB30BATENS JUIS JOCTyIAa K pecypcam
JIBC, obecneunBaromiee uaeHTUGUKALMIO U ayTeHTU(DHUKAIIMIO Ha OCHOBE
CBEJIEHUH, H3BECTHBIX TOJIHKO MOJIH30BATEIIO

[IporpammHuoe ITporpamMa MM MHOXECTBO MPOTPaMM, HCIOJB3YyEMbIX JAJIS yIPaBICHHUS

obecneuenue (I10) 9BM

[Tonutuka ITomutuka uHGOpMaonHOi Oe3omacHOCTH, yTBepXKAeHHAs [Ipe3unenTom
AO «PMK»

[Tonp30Batenn JIuno, rpymnmna JMIl WM OpraHu3anusl, UCIOJIB3YIONHe HWHPOPMAIUMOHHBIE
axtuBbl O0IIECTBA B IIEJISAX PELICHHUS 33/1a4, OTHECEHHBIX K HX KOMITETCHIIUU

[1911 [IpocTas anekTpoHHas TOAUCH

Pernament PersnamenT ucnons3oBaHus HHPOPMAIMOHHBIX PECYPCOB AKIIMOHEPHOTO

obmiectBa «Pycckasi Me/iHasi KOMIIaHUS (TaHHBIA JOKYMEHT)

Puck unpopmanmonHoi

CoOpbITHE UHPOPMALMOHHOM 0€30I1aCHOCTH, UMeEoIIee 1BE

0€e301acHOCTH XapaKTEPUCTHKU: BEPOSITHOCTh HACTYILJICHUS COOBITHS U YIIEpO BCIIEACTBHE
HACTYIJICHUSI 3TOT0 COOBITHSI

C3n CpenctBa 3amuThl HHGOPMALUH

CK3U1 CpenctBa kpunrorpadpudecKoi 3amuTsl HHYOPMAIUH

VYrposa @aKTOp WM COBOKYITHOCTh (JaKTOPOB, CO3/IAIOIIUX OMACHOCTh HAPYIICHUS

UH()OPMAIIMOHHON LEJIOCTHOCTH, IOCTYITHOCTU U (WJIK) KOH(PUIESHINATHHOCTH HHPOPMALIUT

0€30IacHOCTH

YUb VYnpasnenue nnpopmarmonHoit 6e3omacunocta AO «PMK»

YUT Bce pabotHuku AO «PMKy», nHaxondimmuecs B NOguuHeHUHd Buige-
IIpe3uJIeHTa 10 WHPOPMALMOHHBIM TexHoyorusM, a Takke OO0 «PMK
JlMOKUTAI» 110 IOTOBOPY BO3ME3AHOIO OKa3aHHUs YCIyT

VY a3BUMOCTD Cnaboe mecTo B MH()OPMAIMOHHOHN CHCTEME, KOTOPOE€ MOXET MPHUBECTH
K HapyIIeHUIO IEeIOCTHOCTH, JOCTYITHOCTH WM KOH(HIEHIIUATBHOCTH
uHpopManuu

[{enocTHOCTH CpoiicTBo uH(pOpMaIMK, KOTOPOE XapaKTepu3yeTcs OOeCHeucHHEM ee

uHbopMaLUU JIOCTOBEPHOCTH M MOJHOTBI

Security information and
event management
(SIEM)

Krnacc mporpaMMHEBIX MpOJTyKTOB, MpeHA3HAYCHHBIX JUIA cOopa W aHaau3a
uH(popMalUU 0 COOBITHSIX OE30TTaCHOCTH

RAID

N30bITOYHBIA  MAcCUB HE3aBUCHMBIX (CaMOCTOSITENIBHBIX) JHCKOB —
TEXHOJIOTHSI BUPTyaJIM3allMd JAHHBIX I OOBEAMHEHHS HECKOJIbKUX
(U3NYECKUX TUCKOBBIX YCTPONCTB B JIOTHYECKHIA MOJIYJIb JIJIS IIOBBIIEHUS
OTKAa30yCTOMYHMBOCTH W/HJIH MPON3BOIUTEILHOCTH
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RAT Y TUTUTHI yIAJIE€HHOTO YIIpaBiieHUs (aAMUHUCTPUPOBAHUSA)

VLAN (BuptyanbHas TexHonorus, MO3BOJIIONIAS IPOU3BECTH IPYIIIUPOBKY HECKOIBKUX CUCTEM

JIOKaJIbHAs B BBIJICJICHHYIO CeTh 0e3 (PU3MUECKOro OT/ENEHUs] 3TUX CUCTEM OT OOLIeH

KOMIIBIOTEPHAsL CETh) CeTH

VPN (BuptyanbHas TepputopuanbHO pacripeieieHHass KOPIOpPAaTUBHAsS JIOTUYECKAst CETh,

YacTHasl CETh) co3maBaemasi Ha ©Oa3e yXe CYLECTBYIOIIMX ceTed  (JIOKaIbHBIX
KOPIIOPAaTHUBHBIX CETEBBIX CTPYKTYp, CETei CBS3M OOINEro IOJIb30BaHMs,
cet VIHTepHET, ceTeil CBSI3U ONEpPaTOpOB CBSA3HM), HUMEIOLIAs CXOJHBIN
C OCHOBHOM CETHIO HAOOp YCIyr M OTJIMYAIOMIAsCS BBICOKUM YPOBHEM
3aIUTHI TAHHBIX

1.2. Ha3suauenue u 00/1acTh aeiictBuda Periiamenra
1.2.1. Ilens Permamenta

Lensto Permamenta sBislercss UcnonHeHHe TojoxkeHwid [lonmuTuku  uWHGOPMaAMOHHOM
0€30IaCHOCTH B YaCTH PeryIHpoBaHus Ucnoib3oBanus U T-undpactpyktypsl O0ImecTBa KOHTpareHTaMH.

Pernament paspaboran ¢ y4deToM TpeOOBaHWII 3aKOHOJATENbCTBA, MEXKIyHapOIHBIX
U HaIlMOHAIBHBIX CTAHIAPTOB, & TAKXKE JIyUIIUX MPAKTHUK B 00J1acTH HHPOPMAIIMOHHON 0€3011aCHOCTH.

TpeboBanus nanHOro PeriiaMenTa MOTYT OBITh YCHJIEHBI MM OCIA0JIEHBI B KaXIOM KOHKPETHOM
cllydyae Ha OCHOBE pe3yJbTaTOB OleHKH puckoB Wb paGorHukamm YmpapieHus: WHGOPMAIMOHHON
6e3onacuoct AO «PMK».

1.2.2. O6macth aeiictBug Pernamenra

Hacrosmuit  Pernmament mnpumensietcs Ha ypoBHe OOmectBa W INpU  B3aUMOJICHCTBUHU
C KOHTparenTamu, ucnois3ytonmmu U T-unppactpykrypy O61miectsa.

TpebOoBanus PeriiamenTta sBISIOTCS 00s3aTENbHBIMU Il UCIIOJIHEHUSI KOHTpareHTaMu B MEPUOJ
ucnonp3oBanus UT-undpactpykrypsl OOmectBa. COOTBETCTBYIOIIME IOJIOKEHUSI JOJDKHBI OBITH
BKJTIOUEHBI B 00513aTe)IbCTBA KOHTPAreHTa 110 JIOrOBOPY (TIPUIOKEHHE).

TpeboBanus nanHoro PeriiamenTa NpUMEHSIFOTCSI KO BCEM TEXHOJIOTHSM, KOMIIBIOTEPHON TEXHHKE,
CeTsIM, NMPHIOKCHHUSIM, aBTOMATH3UPOBAHHBIM M OMNEpallMOHHBIM cucteMaMm OOImecTBa, K Ipoueccam
aJIMHUHUCTPHPOBAHHUS, COIIPOBOXKICHUS M UCIIONB30BaHUs HHPopMannoHHbIX ciucTeM AO «PMKy.

Wcnonp3oBanne wuHGOPMAMOHHBIX akTHBOB (OOImecTBa, BHE 3aBUCUMOCTH OT LEJH,
ABTOMATHYECKH HAKJIJbIBAET OTBETCTBEHHOCTh IO COOJIIOJEHHIO TpeOOBaHMi, IpEeNyCMOTPEHHBIX
JTaHHBIM PermamenTom.

1.3. CooTBeTcTBHE 3aKOHOIATEJIbCTBY

1.3.1. JleATenpbHOCT, KOHTpareHTa IO oOOecrnedeHn0 WHHOPMAIMOHHOW 0€301MacHOCTH JOJDKHA
COOTBETCTBOBATH TPeOOBAaHUSAM JEHCTBYIONIErO 3aKOHOAATENBCTBA.

1.3.2. KoHTpareHT I0JKEH UMETh COOTBETCTBYIOIINE JIMIIEH3UU HA BHJIBI JACSITEIHHOCTH MO 00paboTke
U 3aiuTe WHOpManuU, OINpeelicHHbIe AEUCTBYIOIUM 3aKOHOAATEIBCTBOM KaK IOJUJIEXKalHe
JUIIEH3UPOBAHUIO.

1.3.3. Hcnonp3oBaHHE KOHTPAreHTOM OOBHEKTOB aBTOPCKOIO MpaBa U UHTEJUIEKTYaIbHONH COOCTBEHHOCTH
JOIYyCKAETCsl TOJBKO MPH HATHYHHM HMCKIIOYUTEIBHBIX IpaB WM Ha OCHOBAaHUH M B paMKax
JIMIICH3UOHHBIX COTJIAIIEHUH C X MPaBOOOIalaTeISIMHU.

1.3.4. OO6paboTka MNepCOHATBHBIX MAHHBIX JOJDKHA OCYLIECTBIATHCS KOHTPAareéHTOM B COOTBETCTBHH
¢ TpeOGOBaHUSIMHU JICHCTBYIONIETO 3aKOHOAATENBCTBA U 3aKIFOYEHHOIO JOr0BOpa.

1.3.5. HudopMalMOHHbIE CHCTEMBl KOHTpAareHTa JMJOJDKHBI PETyNIpHO IPOBEPATHCS HA IpPEeIMET
cooTBeTCTBHS TpeboBanusM OOIecTBa B 00J1acTH HHOOPMAITHOHHON O€30IIaCHOCTH.
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POJIM U OTBETCTBEHHOCTD 3A OBECIIEYEHUE UTH®OPMAIMOHHOM
BE3OITACHOCTH

HpelICTaBI/lTeJIl/l KOHTPareHToB

KoHTpareHTsl B paMKax UCIIOJIHEHUs TpeOoBaHmit PerinmamMenTa HeCyT OTBETCTBEHHOCTD 3a:
03HAKOMJICHHUE TTOTYUHEHHBIX PAOOTHHKOB, UCIIOHUTENIEH ¢ TpeOoBaHUusIMH Pernamenra;
BBINOJIHEHUE TpeOoBaHUit PernamenTa;

KOHTPOJIb BBITIOJHECHHUS IOTYMHEHHBIMU paOOTHUKAMU, UCTIOJIHUTENSIMU TpeOoBaHmii Pernamenra;
coneiicTBue mpeacraBuTessiM OOmecTBa B CIy)KeOHBIX paccieIoBaHUSX MO (GaKkTaM HapyIICHHUS
TpeboBanmii Ub;

CBOEBPEMEHHOE  MPEJIOCTABICHHE  TPeOyeMBbIX JOKYMEHTOB M  HMHOW  WH(POpMALUH
YIIOJTHOMOYEHHBIM TpeacTaButessiM O01mecTBa.

VYnpasienue ungopmanuonnoii 6ezonacaoctu AQ «PMK»

Paborunku YUD B pamkax ucronHeHus TpeOoBanuit PeryiaMenTa HecyT OTBETCTBEHHOCTb 3a:
COTJIACOBaHUE JIOCTYIIA IIPEeICTaBUTENSIM KOHTpareHToB K U T-undpactpykrype OO1ecTna;
pa3paboTKy Mep, HOPMATHBHBIX JOKYMEHTOB K TEXHHYECKMX pELICHUH, HalpaBiICHHbBIX
Ha MUHUMM3aKI0 puckoB Ub;

uaeHTHuKanuio 1 aHamm3 yrpo3 Wb, uctounukoB yrpo3 Wb, ys3BumocTteit mHGOPMAIHOHHBIX
pecypcoB, puckoB peanu3anuu yrpos Ub;

MOHHUTOPHUHT XypHAJIOB HHGOPMAIIMOHHOM 0€30MacHOCTH (OKypHAJIOB CETEBBIX COOBITUM, 1eHCTBUMA
MOJIb30BaTeie W aJMUHHUCTPATOPOB HMH(DOPMAIIMOHHBIX CHCTEM, XYpPHAJIOB AaHTHUBHUPYCHBIX
npuitoxenuit), SIEM-cucreM u T. 11.;

BBISIBJICHUE, OpraHU3aIUIO paccieI0BaHus U JIMKBUIAUIO HHIUAeHTOB Ub;

KOHTPOJIb HCIIOJIHEHUS TPEACTABUTENSAMH KOHTpareHToB TpeOoBaHuil Perimamenta W HHBIX
HOpPMAaTHUBHBIX JOoKyMeHTOB Ob1ectBa B o0nactu Ub;

COIJIACOBAaHUE UCKITIOUCHH U3 o0nacTu neiictus [lomutnky nHpopMamoHHO| 6€30MacHOCTH;
OCYIIECTBIICHUE KOMMYHHKAIMK ¢ KOHTpareHTamu 1o BonpocaM Wb ot umenn Ob6mectna.

Ynpasienue unpopmannoHHbix TexHogornid AQ «PMK»

PaGornuku YUT B pamkax ucnosiHeHus TpedboBanuii PeriiaMenTa HECYT OTBETCTBEHHOCTB 3a:
peJocTaBlieHHe KOHTpareHTam jgoctyna Kk UT-mrdpactpykrype OOmmiecTBa mocie NOIyYCHHUS
cornacoBanusa YUB;

koH(purypanuto U T-aktroB OO11ecTBa B COOTBETCTBHHU ¢ TpeboBanusmu Ub;

peanm3anuio TpeOoBaHWIT WHPOpManuoHHOW OezomacHocTH B MT-mpoekrax mo pa3sBUTHIO
uHPOPMAIMOHHONH MH(PPACTPYKTYpPHL, a TakKe MO pa3padoTKe U BHEAPEHHIO MHPOPMAIMOHHBIX
CHUCTEM;

peatu3alnio KOPPEKTUPYIOIIUX MEPOIIPUATHIA 110 pe3yibTatam ayaurta Ub;

MPeIOCTaBIieHUE TPeOyeMbIX JOKYMEHTOB M WHGOpPMANWMK Ui MPOBEACHUS HICHTH(GUKAUU
u onieHku puckoB Ub;

COZICHCTBHUE B paccieI0BaHIH WHIMICHTOB HH(POPMALMOHHOM 0€30IacHOCTH.

IMogpaznenenue-kypatop AO «PMK)», oTBeTcTBeHHOE 32 3aK/II09eHHE J0T0BOPa

PyxoBoiuTens moapasaeieHUs-Kyparopa u OTBETCTBEHHBIE HCIIOJIHUTEIH 10 JOTOBOPY B pamMKax
HCIIOJTHEHUS TpeOoBaHMii PeriaaMenTa HeCYT OTBETCTBEHHOCTS 3a:

BKJIFOYCHUE TIOJIOKEHHMIH O coOmromeHnn TpeOoBaHuii PeriamMeHTa M OTBETCTBEHHOCTH 3a WX
HapylieHue (B COOTBETCTBHHU C MPHJIOKEHUEM) BO BCE JOTOBOPEI, AOMOJHHTEIBHBIC COTJIAIICHHS
U MHBIE  JIOKYMEHTBI, YCTaHaBJIMBAIOIIAE KOMMEPYECKHE OTHOIIEHHS CTOPOH, €ClIH

6
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B3alMOJIEHCTBIE CTOPOH IMpesnoaraeT noiydenue aoctyna k UT-undpactpykrype OOriectBa
B KakoM-1i00 Bujae (IpUOBITHE MpeACTaBUTENsT KOHTpareHTa Ha o00bekT OOmectBa
JUISL IPOBEICHUSI padoT, MOIyUYeHUE YAAIEHHOTO JOCTYIA U T. 1.).

2.5. OrTBeTcTBEHHOCTDH 32 HeHcHoIHeHHe PeriiamenrTa

Hapymenne konTpareHToM TpeGoBaHuii Pernmamenta Moxer OBITH BBIp@XKEHO Kak B (opme
IefcTBUs, TaK H Oe30eiCcTBHUS.

Hapymenue wiau HEBBIIOJHEHHWE KOHTpareHToM TpeboBanuit  Periamenrta  siBiseTcs
HEHaJUIeXallUM HCIIOJIHEHHEM JOTOBOPHBIX 00s3aTeIbCTB U BJIE€YET 3a cOoOOH IMOCIEACTBHS B BHUJE
OpUMEHEHHS] K KOHTPAreHTy CaHKIIHii, a MMEHHO:

. npegocTepexeHus (TpeOOBaHUS MPEKpaTHTh HapyIIeHWEe MoJoXeHuH PermameHTa B CpoK,
ykazaHHbIi O01IecTBOM);

° mrpadga B pasmepe 200 000 (xBectn ThIcSY) pyOneit 3a Kaxapld (akT HapyIIeHUS WM
HEBBINIOJIHEHUS TpeOoBaHuil PernamenTa;

. pacTopKEeHHUs JOroBopa.

B ciydyae HeBbIONHEHUsS TpeOOBaHMI mpenocTepekeHusl (He YCTPaHEHUS BBISIBIEHHOTO
HapylleHus) B YKa3aHHBIA CPOK, B CIydae BBISBJIICHHS TMOBTOPHOTO HApyIIEeHUS TpeOOBaHMIA
Pernamenta, a Takxke B ciy4ae, Korja ymepO, BbI3BaHHBIM JTaHHBIM COOBITHEM, MPEBBICUI OJMH
MUWUIMOH pyOne#t, OOmiecTBo BlpaBe B OJHOCTOPOHHEM BHECYIAEOHOM MOpSIKE OTKa3aThCs

OT UCTIOJIHEHHUSI JIOTOBOpA, 3aKJIOYEHHOTO C KOHTPAareHTOM, H TOTpeOOBaTh KOMIICHCAIHH

BBI3BAHHBIX IIpEeKpallleHueM JoroBopa yObITKOB. JloroBop OyAeT cuMTaThCsl MpeKpalieHHbIM

¢ MOMeHTa HanpapiieHus: OO1IeCTBOM B aJipec KOHTpareHTa yBeIoMJIeHUs 00 OTKa3e OT 10r0BOpa;
. 3anpeTa JaTbHEHIIIUX KOMMepYecKHX OTHOIIeHH ¢ OOIIecTBOM (BHECEHHE B «YEPHBINA CITUCOKY).

Bun npuMmeHsieMbIX CaHKIUI B KaX/IOM ClIydae OIpeaessieTcsl Ha OCHOBaHUU peuteHust OOiecTBa
U B COOTBETCTBHM C TIOJIOKEHHUSMHU JOTOBOPOB, JOIOJHUTEIHHBIX COIIAICHUA W WHBIX JOKYMEHTOB,
perimaMeHTHPYIOIUX OTHOIIEHHs KOHTpareHTa u O0mecTsa.

B cnyuae BeisBIeHHs (akTa HapyUICHWS WM HEBBINOMHEHHMS TpeOoBaHMii Permamenta
corpyauukamu YUB coctaBnsieTcs akT, B KOTOPOM (PUKCHUPYIOTCS:

JaTa ¥ BpeMs HapyIIeHuUs;

OIIMCAHUE BHISIBJICHHOTO COOBITHS,

HOMeEpa IIyHKTOB PeriiamenTta, KOTOpble ObUIM HapyLICHBI UM HE BBHIIIOJHEHBL;

JIMII0, AONYCTUBINIEE HAPYIIIEHNE WK HeBbINOoIHeHHe Periamenra;

CPOK yCTpaHEHUSs BBISIBJICHHOTO HapyIIICHHUS;

nocyencTBus (yuiep0), BbI3BaHHBIEC TAHHBIM COOBITHEM;

CaHKIUS, KOTOpas MOJUIEKUT IIPUMEHEHUIO K KOHTPAareHTy.

DK3eMIUSIphl  aKTa HaMpaBJISIFOTCS KOHTPAareHTy M PyKOBOAUTENIO MOJpa3eleHUs-Kyparopa,
OO1ecTBOM TMpPUHUMAETCS peIIeHHe O XapakTepe (BHAE) CaHKIUNA B OTHOLIEHHH KOHTpareHTa,
JIOTIYCTUBIIIETO HApYIlIEHUE WK HEBBINOIHEeHHe Pernamenra.

KonTparenT 00s13aH B CpoK, yKa3aHHBIA B aKTe, YCTPAaHUTh BBISIBIICHHbBIC HAPYIIEHUS U HAIIPaBUThH
B anpec OOmiecTBa oTBET 00 ycTpaHeHHHM HapylueHus. HapyineHue koHTpareHTOM TpeOOBaHUU aKTa
B YaCTH CpOKa YCTpaHEHHs] HapylIeHWs SBISIETCS OCHOBAaHHMEM JJisl MPUMEHEHUS APYTUX CaAHKIMMA
B COOTBETCTBUU C PermameHTOM.

B ciryuae nmpumenenus mrpadHBIX CAaHKIUI CPOK OIUIAaTHI cocTarisieT 10 pabouux qHEH ¢ MOMEHTa
MOJIy4eHHsSI KOHTPAreHTOM akKTa O BBIIBJIEHHOM HapylleHWU. B ciydae oTcyTCTBHS OIIaThl IITpada
O6mecTBO oOcTaBisieT 3a coOOW MpaBO B OJHOCTOPOHHEM IMOPSIKE YyAepkKaTh cymmy Imrpada
IIPU BBIIOJIHEHUH OIUIATHI 110 JIOTOBOPY.
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OCHOBHBIE TPEBOBAHUS HH®OPMAIIMOHHOM BE3OINACHOCTH

TpeboBanns k ynpap/jieHHI0O y4eTHBIMH 3aMUCSIMH M0JIb30BaTe el

Kaxplii mosnp3oBatenb JOKEH MMETh OJIMH YHUKAJIBHBIH HWICHTU(GUKATOP (JIOTHH), KOTOPBIHA
UCIIOJIB3YETCSl UM Ul JOCTyna K MH(OPMAlMOHHBIM aKTHBaM. Y4YeTHas 3alucCh I0JIb30BaTels,
co3raBaemas s pabOThl KOHTPAreHTOB, NO/DKHA HMETh OrPaHUYEHHBIH CpPOK JICHCTBHS,
cornacyemsiii YUbB.

[IpenoctaBnenne nocTyna KOHTPareHToB K wH(opManuoHHbIM akTHBam OOIIecTBa MTODKHO
BBINOJIHATHCSL HA OCHOBAHMHU 3allpoca PYKOBOAMTEINS OpraHU3aIlMH IIOCIE COTJIACOBAHUS 3ampoca
pykoBoactBoM YUWbB. B nmanHOM 3ampoce KOHTpareHT 00si3aH TMepeaaTh CIEAYIOIIUE CBEACHHUS
0 pabOTHHUKAX, Il KOTOPHIX 3aIPAIIMBACTCS TOCTYII:

®.1N.0.;

JIOJDKHOCTB;

ajipec >MEKTPOHHOM MOYTHI;

KOHTaKTHBIA HOMep TenedoHa;

OIMHCaHUE JOKHOCTHBIX 00s13aHHOCTEH / 000CHOBaHHE HEOOXOIAMOCTH JJOCTYIIA.

HeoOxoaumbiM ycoBUEM IS COTIacOBaHUs OCTyNa K wHGopMaoHHbIM akTuBam OOmiecTBa
SBIIETCS MpelBapuUTeNbHOE MOANHUcaHHe KoHTpareHToM CornameHds O HepasriIallcHHH
koHbuaeHIMasHOM nHpopManmu (NDA) mo dopme AO «PMK», a Takke corjacue co0Joaarh
TpeOOoBaHUs HACTOSIIErO PeriaMmenTa u HECTH OTBETCTBEHHOCTH B ClIy4yae HapyIICHHUs TOJOXKESHU
Pernamenra.

Pabora nonw3oBareneil ¢ cucreMamu JIBC nomikHa MpoU3BOAUTHCS TOJIBKO C HCIOIH30BAaHHEM
JOMEHHBIX YYETHBIX 3amuceil. VICKItoYeHneM sIBIISIOTCS CEPBUCHL, I'I€ UCIIOIB30BaHUE TOMEHHBIX
YUETHBIX 3alKceld TEXHUYECKH HEBO3MOXKHO. 3alpemiaeTcsi UCIOIb30BaHUE JIOKATBHBIX YUYETHBIX
3alMcell I0JIb30BaTeNeil, 3a MCKIIOYEHHEM CIyuyaeB IpoBeleHuss paboOT IO HacTpoiike
WJIM YCTPaHEHUIO HenoJ1aaok B pabore [10.

Kaxnplii monp3oBaTens 0053aH OCYIIECTBIISATh AOCTYI K HHGOpMaMOHHbIM akTuBaM OOIecTBa
TOJIBKO € UCIIOJIb30BaHMEM JIMYHOM ydeTHoM 3anucH. [lepenaua noctyna k cBoeid y4eTHOH 3amucu
JIPyTUM JIMI[aM CTPOTO 3alpelieHa.

B ofOmem ciydae wucnonp3oBaHdHe IpaB JIOKATBHOTO aJIMHHHCTpATOpa MPEACTABHTEISAMHE
KOHTPareHTOB 3ampenieHo. [IpaBa nokaqpHOrO ajMUHHCTpaTOpa MOTYT OBITH BBIIAHBI YUYETHOM
3alUCH [TONIB30BaTeNs B ClIy4yae HAIWYHSI MPOU3BOACTBEHHON HEOOXOUMOCTH | 110 COTJIACOBAHHIO
c YUB.

Hcnionb3oBaHue «TOCTEBBIX» YUETHBIX 3aKCel (yUeTHBIX 3anuceit 6e3 maposs) juist foctyma k UT-
UHPPACTPYKTYPE HE JIOILYCKACTCS.

JlocTynm KO BceM pecypcaM M cepBHCaM TNPEAOCTABISETCS B COOTBETCTBHH C IPHHITUIIOM
MUHUMATbHON HEOOXOIUMOCTH.

3amperaercss CaMOCTOSITENIbHOE MOBBIIIEHWE TPUBUJICTHH, a TakXKE HHBIC METOJIBI
HECAHKI[MOHUPOBAHHOTO PacIIMPEHHs IOCTYIIOB YUETHOU 3aIUCH.

VYyeTHas 3anuch MOJNIH30BATENS MOJICKUT OTKITIOUCHHUIO B CIICAYIONUX CIIydasixK:

HaJIM4Me MpU3HaKoB HHIKAeHTa 1B, 3aTparuBaronumx moibp30BaTelis;

OTCYTCTBHE BX0/0B B cepBUCHl UT-undpactpykrypsl Ob1ecTBa 3a mocieHue 2 MecsIa;
yBEIOMJICHHE KOHTpAareHTa o MpeKpalleHuu JOCTyIa ero MpeICTaBUTENIO;

3aBeplICHUE pabOT IO MPOEKTY, /ISl KOTOPOTo BBIIABAJICS JOCTYII.

TpeboBaHus K NapoJibHOI 3alIUTe

IlepBoHaya/IbHBIN Maposib K y4ETHOM 3amucHu reHepupyercs padorHukamu YUT u mepemaercs
koHTpareHTy o CMC, B 3alUINEHHBIX MECCEHKepaX, IOJ0COBOM CBI3bIO JIMOO MPHU JTHMYHOU
BCTpeue. 3ampelnaercs nepefada Maposieidl Mo 3JIEKTPOHHOM MOoYTe HIIM 4Yepe3 TPEeThHX JIHII.
[Tonb30Barens 00s3aH CMEHUTH TOYUYEHHBINH APOJIh MPU EPBOM BXOJIE B CHCTEMY.
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[Taposs K yUeTHOM 3aIHiCH TI0JIB30BATENIS JIOJDKEH YIOBIECTBOPSTH CIEYIONTIM TPeOOBAHMSIM
JUTHHA He MeHee 12 CUMBOJIOB;
JIOJDKEH COZIepIKAaTh 3arjaBHbIE H CTPOYHBIE OYKBBI, U PHI, a TAK)XKE CIIEUATHHBIE CHMBOJIBL:
(@#S% &> ()-_+=~[1{}\:s""<>,.2/)
HE JOJDKEH COBIAJaTh CO CJIOBAPHBIMH CJIOBaMH, a TaKXe COJEpXarh JHYHBIC JaHHBIE
10JIH30BaTEIs, KOTOPHIE ObI MTO3BOJISIIA BEIYUCIUTD 3HAYCHHE MapoJisl, HAPUMeEp:

o @. U. O., Homepa TesneoHOB, MAMITHBIE JaThI (IHU POXKIEHUS U T. 11.);

o IIOCTIEI0BATEIHHO PACIIOIOKEHHbIe Ha KiaBuaType cuMBOJIbI («12345678», « QWERTY»,
UT. 1),

o obmenpuHaTele TepMuHbI 1 cokpareHus (KUSER», « TEST», «kADMIN» u T. 11.);

apoJib He JTOJDKEH COBIAJIATh C TOCIIEI0BATEIBHOCTSIMA CUMBOJIOB, HCIIOJIb30BAHHBIX B KaYeCTBE
10 mpeapLIyIMX MapoJield moap30BaTeNsl K JOMEHHOM YUETHOI 3aIucy;

napoyib K JIOMCHHOHM YYEeTHOW 3amicH HE JOJDKEH COBMAJaTh C IMApOJSIMHU, HCIOJIb3YEMBIMH
HOJIb30BaTENIeM JIIS JOCTyIa K IPYTHM CHCTeMaM (Hampumep, foMamnuit UHTepHeT, 6ecriatHas
9JIEKTPOHHAS 1M0YTa, GOPYMBI U T. II.).

Cwmena maposieit 1omKHa IIPOU3BOJAUTHCS HE pexe 0JHOro pasa B 90 nHeid.

B cnydae BBOja HempaBuiapHOro maposis 10 pa3 moapsa yudeTHas 3alKCh I0JIb30BATENS
OJIOKHpYETCs IO paCCMOTPEHHS IIPUYHH OJOKUPOBKU pabotHukamu Y UB.

[Tonmp30Batess M 3ampeniaeTcs rnepenavya mapoyieid OT CBOMX YUYETHBIX 3allUceil TpeThUM JIHLaM
B KaKoM-JIl00 BUJIE.

3anperniaercs XpaHUTh Mapoiu (cepTudukarhl, KIIFOYN JOCTyNa U T. [.) Ha OyMa)XHbIX HOCHTEISAX
U Ha DJIEKTPOHHBIX HOCHUTENSAX B OTKPBITOM BHJIE, T. €. 6€3 MCIOIb30BaHUs CPEACTB MU POBAHUS,
B YaCTHOCTH, 3allpeleHO XpaHEHHE MapoJieil B TEKCTOBBIX (hailiiax u TOKyMEHTax.

3anperniaercs nepeaaBaTh Napoin (CepTUPUKATHI, KIIIOUU JOCTYIA U T. [I.) B OTKPBITOM BH/E, T. €.
0e3 UCIONBb30BaHUS CPEACTB IMU(POBAHUS, B YACTHOCTH, CTPOTO 3allpelleHa mepeaaya mnaposiei
B TEKCTE COOOIEHHUH JIEKTPOHHON OYTHI.

B cinydae wucnone3oBanus 110 wim  oGopyaoBaHus, KOTOpPO€ IIOCTaBISIETCS BMECTE
CO CTaHJAPTHBIMHM HapOJISIMH, 3aJaHHBIMU IIPOM3BOAUTENEM, YIOJTHOMOYEHHBIE IMPEACTABUTEIIN
KOHTpareHTa M3MEHSIOT TaKHe MapoJid Ha CIIy4allHO CreHEpUpOBAaHHBbIE M YJOBJIETBOPSIOIIHE
TpeboBanusm Wb, mocine dero coobmaroT napois yrnoarHoMoueHHbM padoTtHukam YUT.
PexomMenayercs XpaHuTh mapoiiu B crienuainzupoannom 110 (meHemkepax naposeit), Hanpumep,
KeePass.

3amperaeTcss WCIOJIB30BaTh IAPOJU B aHKETHBIX OIpPOcax, HaMeKarb Ha Qopmar mnapoJeid,
Ha3bIBaTh WX B MPUCYTCTBUU MOCTOPOHHHX JIMI[, OTBEUaTh Ha JOOBIE 3alpPOChl B OTHOLICHUU
nmapoJieil, a Takke BBOAUTH MAPOJIH OT CIY>KEOHBIX YUETHBIX 3alliceil Ha KaKUX-TUOO0 CTOPOHHHUX
pecypcax.

[Tosip30BaTensaM 3amperaeTcsi yCTaHaBIUBaTh U UCIOJIb30BAaTh OJIMHAKOBBIE MAPOJIH JUIsl JOCTYIIa
K pa3Nu4HbIM UHGOpPMalMOHHBIM akTuBaM OOIIEeCTBa, 32 UCKIIOYEHHUEM CIIy4acB UCIOIb30BaHUS
€QNHOM (IOMEHHOI1) yYETHOM 3alUCH.

JIyist CHIDKEHMsI pUCKOB BO3HUKHOBEHHUs MHIMICHTOB b monb3oBatenu o0s3aHbIL:

B Cllydae MOJO3PEHHs Ha TO, YTO MApOJh OT YYETHOW 3alHCH CTaJl U3BECTEH TPETHUM JIUIaM,
HEe3aMe T TEIFHON TOMEHSITH apOJIh U COOOIIUTH O BO3MOXKHOM (akTe KOMIIPOMETAIUHN YUETHOM
3anucu B YUB (infosecurity@rcc-group.ru), a TaKXKe CBOEMY HEIIOCPENCTBEHHOMY PyKOBOJUTEIIO;
B Clly4ae TIOJYy4YeHUS OT KOro-Tubo MpockObl COOOMIMTH MNapojb OT YYETHOH 3alucH
He3aMe T TEIbHO coo0umTh 0 ciayuuBiiemcs B YUB (infosecurity@rcc-group.ru);
He3aMeUTUTEIFHO MEHATH MapoJjIb K CBOEH y4eTHO# 3amucH no Tpeboanuio Y Ub.

Tpeﬁonamm 10 MCNOJIb30BAHHIO TEXHOJOT MM YAQAJICHHOTr' 0 A0CTyna
VY naneHHbIA JOCTYII MNPCAOCTABIIACTCA KOHTpAarCHTaM Ha OCHOBAHHUH 3allpOoCa PYKOBOIAUTEIIA

OpraHu3alyy IO0Clie COrjlacoBaHus 3ampoca pykoBojacTBoM YUB. 3ampoc nomkeH copepx aTh
00oCcHOBaHME HEOOXOIUMOCTH yAAIEHHOTO TOCTyIIa AJIs KaXKA0r0 [OJIb30BaTeIsl.
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Bce ynanennsie noakimoyenus k JIBC OOmiectBa JODKHBI OCYIIECTBISTHCS C UCIIOJIb30BAaHUEM
texHonoruu VPN, noctynseix mpotokxosnoB I[PSec, L2TP over [IPSec wmm SSL. Jlomkna
oOecrieunBaThCsl ABYX(GaKTOpHass ayTeHTH(HUKAIUS I0JIb30BAaTEeH MpU yJAJICHHOM JOCTyIe
K JIBC ¢ ucrnosb30BaHMEM 3aIMUIIEHHBIX IPOTOKOJIOB aBTOPU3ALIUY.

VianeHHbI [OCTyn IpPENOCTaBISIETCS IOJB30BATENsIM B COOTBETCTBHH C  MPUHIUIIOM
MUHUMAIHHOU HEOOXOIUMOCTH.

[Ipu npenocTtaBieHUM YyAAIEHHOTO JOCTYNa IS KaXAOro IOJb30BAaTeNII WM TPYIIIbI
IOJIb30BaTENe JOKHA OBITh HAacCTpOEHA IOJMTHKA OE30MacHOCTH, ONpelessiolias NepedyeHb
akTuBOB O0IECTBa, K KOTOPBIM IPEIOCTABIISIOTCS IOCTYII, ¥ IpaBa JIOCTYTIA.

Bce yctpoiicTBa, nucmonb3dyemble Ui YOAICHHOTO JOCTYMA, AODKHBI MMETh CPEACTBA 3allUTHI,
BKJIIOYAIOIIME AHTUBHPYCHBIE pEIIEHUS, MEXCETeBble OJKpaHbl, CHCTEMBI OOHapyKECHUS
BTOPIKEHHH, a TAK)KE CPEICTBA KOHTPOJIS MPUIIOKEHUN U YCTPOUCTB.

3anpeniaercs nepeiaBaTh ynpapieHHE YIAICHHBIM COSTMHCHUEM TPETHUM JIHIIaM.

VY naneHHoe ynpasieHue pabouuMU CTaHIMSIMH U cepBepamu, Haxoasmumucs B JIBC Oobiectsa,
OCYIIECTBIIIETCS MPU HOMOIIH MPOTOKoJIa RDP 1 COOTBETCTBYIOMMUX YTHIIUT, BXOISIIMX B COCTAB
onepanuoHHoit cuctembl Microsoft Windows. Jlns Unix-moJoOHBIX CHCTEM 00£3aTeIbHO
UCII0JIb30BaHue MpoTokosia SSH ¢ aBTopu3anueit mo ceprudukary.

Crporo 3ampemaeTcsi HCIOJIb30BaHHE CTOPOHHHX YTHIUT YJIAICHHOTO aJIMHHUCTPHPOBAHHUS
(RAT), trakux xak TeamViewer, RemoteUtilities, RMS, RAdmin, AmmyyAdmin u 1. m.
HckmoueHueM SBISIIOTCSL  CIy4daw, KOTJa WHCIOJNh30BAaHHUE TaKUX YTHIHT COTJIACOBAHO
pyxoBojcteoMm YUb.

IIpm ynaneHHoM ymnpaBieHHM cucreMamu, BxojsmumMua B JIBC OO6miectBa, 3amperieHo
KOIMpOBaHKE WH(OPMALIUU Ha JIMYHBIE YCTPOICTBA.

TpeboBanus no puznyecKoii 6e30NaCHOCTH NoMenmeHn 00padoTku HHPpOPMATHHT

B ciyuyae He0OX0IMMOCTH MOy4YEeHHs JOCTyIa B nmomemeHus o0pabotku uHbpopmanuu (LCHTPBI
00pabOTKM TaHHBIX, KPOCCOBBIE U T. I1.) IIPEACTABUTEISIM KOHTpAreHTa pyKOBOJIUTEIb OpraHU3aIiH
JI0JDKEH 3apaHee (He MeHee 4eM 3a 3 pabouux JHs 10 IUIaHUPYEMOM 1aThl Havasia paboT) HalpaBUTh
nucbMo B AO «PMK», B koTOpoM yka3ath:

[epeUeHb OMEIIECHUH, B KOTOPbIE HEOOXOAMM JIOCTYII, & TAK)KE COCTaB IMIPOBOIUMBIX padoT;

JaTy ¥ BpeMs Hadasia paboT, a TakKe UX MPOJI0JDKUTENIHOCTD;

CIMCOK JMI[, KOTOphIM Tpedyercs noctyn B mnomemenus: ®.M.O., macmopTHble JaHHBIE,
JOJDKHOCTH, aJipeca dJEKTPOHHOM MOYTH M KOHTAKTHBIC HOMEpa TeJIe(OHOB;

CIMCOK TEXHUKH, BHOCUMOW Ha TeppuToputo OOImiecTBa: Mapka, MOJC/b, CEPHUHAHBIN
¥ MHBEHTApPHBIN HOMED.

Joctyn B momerrenus: o0paboTku uH(OpMAIHK JOKEH OBITh COrIacoBaH pykoBojacTBoM YUb
U OCYIIECTBIISTHCS B CONPOBOXKIACHUH COTPYAHUKOB CITY>KOBI OXPaHBbIL.

Ucnosp3oBanue (oTo-, BHAEO-, ayJUO- U WHOU 3alMCHIBAIONIEH TEXHUKU (Hampumep, (oto-,
BUJIEOKaMep, BCTPOCHHBIX B MOOWIBbHBIC Telae(oHBI) MpH padoTe B MOMEIICHHUSIX 00pabOTKH
uHpopmanuu 6e3 pazpewmenus YUb 3anperneno.

TpeboBanus no ucnoab3zoBanuw UT-undpacrpykrypsl Ob6mecrBa

IIpu pabGote c cersto MHrepner u3 cereit AO «PMK» KOHTpareHTam 3ampelieHo CKauuBaTh
W yCTaHaBIUBaTh IIporpaMMHOe oOecmedeHue Ha paloure cTaHIMH U cepBepbl OOImecTBa
6e3 cornacoBanus ¢ YUb.

[Tpu pabore ¢ ceTbio HTEpHET ¢ HCTOIB30BaHUEM aKTUBOB O0IecTBa KOHTpareHTaM 3arperieHo
IIOCEIIaTh BEO-pecypchl, HE UMEIOIKE HEMOCPEACTBEHHOIO OTHONICHHUS K padore. JlearensHOCTh
KOHTPareHToB Ipu pabore B ceTd MHTEpHET MOXXET KOHTPOJIUPOBATHECS, MPOTOKOJIUPOBATHCS
U IEPUOJUYECKH TPOBEPATHCS  YIIOJHOMOUYEHHBIMH pabotHukamMu YUB. Hcmonb3oBanue
UHGOPMAIMOHHBIX pecypcoB OOIecTBa KOHTPareHTOM O3HA4aeT COIJIACHE C TeM, YTO 3a €ro
JIESITEIbHOCTHIO OCYIIECTBIIETCS KOHTPOIb.
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ITpu pabote ¢ cetsio MHTEpHET ¢ UcONb30BaHuEM akTHBOB OOIecTBa KOHTPAreHTaM 3aIperieHo
HepechlIaTh /WM pa3MeIiaTh Ha BHEMIHUX pecypcax (myOaudHbIX (ailIoBeIX cepBepax, popymax
U T. 1.) KoHpuIeHnnaapHyo uHpopmanuio OOIecTBa, B YaCTHOCTH, CBEJICHHUS, COCTABIISIOIINE
KOMMEPYECKYIO TailHy, IepCOHAIbHBIEC JIaHHbIE, XpaHUMbIe U oOpabarbiBaemble B JIBC, a Takxke
KOHTaKTHBIE JJaHHbIE pa0oTHUKOB OO0I1IecTBa.

ITpu pabote ¢ cetpo MHTEpHET KOHTpareHTam 3alpelieHO UCIOJIB30BAHUE COIHAIBHBIX CETEH,
CHCTEM MTHOBEHHOT'O OOMEHA COOOIEHUSIMH (MECCEHKEPOB) U JIPYTHX CPEICTB KOMMYHHKAIIHH,
IIPUMEHEHHE KOTOPBIX He cornacoBaHo ¢ YHB.

IIpu pabGore ¢ UT-undpacrpykrypoit OOmmecTBa KOHTpareHTaM 3alpelleHO HCIIOIb30BaHUE
BBIUMCIIMTENBHBIX pecypcoB OOImecTBa B LENSIX IMOMy4YCHHs JIMYHOW MaTEpPHAIBHON BBITOJIBI,
HaIpuMep, OCYIECTBICHHE TOPTOBBIX OTEPAIlHii, MAHHHTa KPUIITOBAIIOT U T. .

Jlomyckaercsi UCIOJIb30BAHUE TOJBKO MOAKIIIOUEHHS K ceTh VHTepHeT, KOTOpoe MpeIoCcTaBIseTcs
corpynHukamu YUT. 3ampemaercss HCHOIB30BaHHE CTOPOHHHUX IPOTPaMMHO-AIITAPaTHBIX
peLIeHMH Ui JOCTyIa K BHEITHUM CeTsiM, Hanpumep, 3G-moaemoB, LTE-monemoB u T. 11
Konrtparenram 3ampemiaercs camocTosaTensHo (0e3 cornmacoBanus ¢ YUT m VHDB) BHOCHTH
U3MEHEHHS] B CETEBbIE HACTPOHKH CEpBEPOB M pPAOOYMX CTAHIMA, B YACTHOCTH, H3MCHSTH
HacTpoiiku [P-anpecoB u MapuipyTuzanum ceTeBoro Tpaduka.

ITpu pabGore ¢ UT-undpactpykrypoit OOmecTBa KOHTpareHTaM 3alperiacTcs pa3Mellarh
¥ [Iepe/laBaTh yIPOXKAIOLIYI0, KIEBETHHUECKYIO, HEMPUCTORHYI0 MH(OPMAIHIO, a Takke JII00YI0
UHYI0 HHGOpMAIMIO, HApPYIIAIOIIYI0 HOPMBI JEHCTBYIOIIETO 3aKOHOJAATeIbCTBA POCCHICKOM
Qenepanun. Taxxke 3ampernaercss Iocemars BeO-pecypehbl, COJEpXKAIIUE yKa3aHHBIC THIIBI
uHbOpMaIUH.

IIpu nepenave koHQUACHIMAILHON HHPOpMAaIK (KOMMEPYECKOH TaitHbl, HEPCOHATBHBIX JTAHHBIX
U T. JI.) 4epe3 COOOIIEHUS JIEKTPOHHON OYTHI KOHTpareHTaM HeoOX0TUMO UCITOIE30BaTh CPEICTBA
mudpoBanus.

3amnperaercs nepefada MOYTOBBIX BIIOXKEHUM, SIBISIFOIIMXCS UCIOHIEMBIMU (aiilaMu, a TakxkKe
apXxHUBOB, COJIEPIKAIIMX UCHOJIHAEMbIE Qailyibl. B yacTHOCTH, pedb HIET 0 ¢aiiax ¢ pacCIupeHUIMH
.exe, .dll, .sys, .scr, .pif, .js, .cmd, .bat, .ps] u T. m.

3ampemaeTcs yCTaHOBKAa YCTAapeBIIUX BEPCHH IPOrpaMMHOIO OOECleYeHHUs, B OCOOCHHOCTH
Bepcuii 110, CHATBIX ¢ MOQAEPKKU MPOU3BOAUTEIIEM, B TOM YHCIIE ONCPANMOHHBIX CHCTEM.
HckmroyeHne COCTaBISIOT CiIy4yadw, KOrJa YCTaHOBKa ompenenéHunoit Bepcum [1O BbI3BaHa
IIPOU3BO/ICTBEHHOM HEOOXOIUMOCTHIO U coryiacoBana Y Ub.

Tpeﬁosamm 10 UCII0JIb30BAHHUI0 CheMHBIX HOCHUTEJIEH U NOPTAaTUBHBIX yCTpOﬁCTB

Hcnonp3oBaHWe KOHTpareHTaMM CHEMHBIX HOcuTelled uHpOpMaluu, TakuX Kak QIIdII-KapThl,
ChbEMHbBIE U BHEIIHUE XecTKue Aucku, kapTel mamsatu (SD, CF, MemoryStick u np.), CD/DVD-
R/W, MarHMTOONTHYECKUX IHUCKOB, MOIKIIOYAEMBIX BHEIIHUX YCTPOHWCTB (HOyTOyKOB, PDA,
cMapT¢doHOB) U ap. mipu pabore ¢ UT-undpactpykrypoii ObmiecTBa JOKHO OBITH COTIACOBAHO
c YUB.

3anperiaercs KONUPOBaHWE KOHPUACHIMATBHOW WHGOpMaUU (KOMMEpPYECKOM  TaiHBI,
IEPCOHAIBHBIX JJAHHBIX U T. 1.) OOlecTBa Ha CheMHbIE HOCUTENH, PUHAJIeXAIHe KOHTPareHTy.
Bce HocuTenu undopmalyy u mOpTaTUBHBIE YCTPONCTRA, BHOCUMBIE KOHTPAreHTaMH Ha OOBEKTHI
O61ecTBa, TOKHBI OBITh YUTCHBI B CIICIIHAILHOM KHUTE y4eTa, 2 X BHOC OPraHHU30BaH COTJIaCHO
IpoLEeaype, ONUCAHHOHU B pazzene 3.4.

Bce HOcuTenu nHGOpManuy U MHBIE 2JIEKTPOHHBIE YCTpoicTBa, noakrodaeMble K JIBC, 10/KHBI
OBITh IPOCKaHUPOBaHbI aHTUBHUPYCHBIM 11O Ha nmpeameTt Hannuus BpenpoHocHoro [10.

Bce nopraruBHbIe yCTpORCTBA, BHOCHMBIE KOHTpareHTaMu Ha 00bekThl OO0I1IecTBa, JOKHBI HIMETh
ycraHoBieHHOe aHTHBHpYcHoe 110 ¢ akTyanpHbIMU BEpCHsIMU aHTUBUPYCHBIX 06a3 U MPOrpaMMHBIX
MOy JIEH.

Ha Bce mopraTtuBHBIE yCTpOiiCTBa, BHOCUMbIE KOHTpareHTaMd Ha o00BeKThl OOIecTBa, JOKHBI
OBITh YCTaHOBJIEHBI OOHOBIIEHUSI 6€30MIaCHOCTH ONEPAMOHHBIX CHCTeM U TpukiaHoro I10.
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TpebGoBanus 0 NCMOJIL30BAHUIO 00JIAYHBIX CEPBHCOB

Jlns obmena uHoOpMarumeid Mexnay KoHTpareHTamM# u OOIIECTBOM MOTYT HCIIOIB30BATHCS
obnaunple cepBHChl, Takue kak xpaHmwmmme NextCloud u mmatrdopma Microsoft Project.
IIpencraBuTeNnsiM KOHTpareHTa MOTYT OBITh CO3/aHBI JIOKQJIbHBIC YUYETHBIC 3alUCH B CEPBHCE
NextCloud u npenocraBineH JOCTYN K JUPEKTOpHUSIM paboTHHKOB OOIIECTBAa IO COIIACOBAHUIO
¢ BiIafenbleM qupexropuu u Y Ub.

Jlnis opraHmsanuy JOCTyIla KOHTpareHTa K OOJIayHOMY CEepBUCY pabOTHHK MOJpa3/Ie/iCHHUs-
Kyparopa HOJDKEH cpopMHUpoBaTh 3asBKy B cuctemy Service Desk ¢ ykazaHweMm Cleayromux
JIAHHBIX TPEJCTaBUTEIISI KOHTpareHTa:

d.1N.0;

JIOJDKHOCTB;

ajipec 2JIEKTPOHHOHN MOYTHI,

KOHTaKTHBIH HOMED TenedoHa;

CIIMCOK IaNoK (IUPEKTOPUiA) MK MPOEKTOB, K KOTOPBIM HEOOXO UM JIOCTYTI,

TpeOyeMblii ypOBEHB IIPaB JOCTYyIA (TOJIBKO YTCHHE / UTCHHUE U 3aIIKCh);

OIKCaHKE JOJDKHOCTHBIX 00s13aHHOCTEH / 000CHOBaHHE HEOOXOIUMOCTH JIOCTYIIA.

OOs3arenbHBIM  YCIOBHEM JUIS COTJIACOBAHHS JIOCTyHa K OOJa4HOMY CEPBUCY SBIISETCS
IIPEBAPUTENILHOE MIOANUCAHIE KOHTPAT€HTOM COTJIAIIEHHUS O Hepa3rJallleHuH KOHPHICHI[HATLHON
upopmannu (NDA) mo ¢dopme AO «PMK», a Takke coriacue cobaromarte TpeOOBaHHUS
Hacrosiero PeriiaMeHTa M HECTH OTBETCTBEHHOCTh B ClIydae HapyIIeHHUs (HEHCITOJHEHHS)
nosoxxeHui Permamenra.

IIpu pabote ¢ 061auHBIMU CEpBUCAMH 3aIIPEINAETCS Pa3MEIICHUE BPEIOHOCHOTO U IOTEHIMAILHO
omacHoro I1O 1 MHBIX MaTepuanoB, HapyIIAIOIIUX JACUCTBYIOIIEE 3aKOHOAATEIBCTBO PoccHiickoit
Oenepanuu.

IIpu pabore ¢ 0OJaYHBIMM CEpBHCAMH 3alpEIacTCs pa3sMENICHHE MEPCOHAIBHBIX JIaHHBIX
(GU3MYECKUX JIHII, @ TAK)KE MAaTEPHUAIIOB, COJEPIKAIINX KOMMEPYECKYIO TaiHy.

3anpemnaeTcs UCI0JIb30BaHKE 00JIaYHBIX CEPBUCOB JUIS IEpeJaull MAaTEPUANIOB JINYHOTO XapaKkTepa,
¢doro-, Bueo- WM UHOW MH(OpManuy, He OTHOCSIICHCS K AesTenbHocTH ObIecTBa.

B mensix 3KOHOMUH JUCKOBOTO MPOCTPAHCTBA IOJIB30BATEH POBOJIAT MEPECMOTP HHPOPMALIHH,
HaXOJAIIEHCd B HCIOJIB3YEMBIX UMM JUPEKTOPHSIX OOJaYHOrO XpaHWJIMING, W YIAJSIOT
HH(pOopMaLHUIO, TOTEPSBIIYIO CBOIO aKTyaJIbHOCT M Y TPATHBIIYIO CBOO IIEHHOCT IS BBIIOJIHEHUS
cirykeOHbIX 3a7a4. [lepecMOTp T0DKEH MPOBOIMTHCS HE PeXKe YeM OJIUH pa3 B rOJ.
[TpencraBuTensiM KOHTpareHTa 3ampelnaercs nepeaaBath (aiiibl, HOJIyYEeHHBIE Yepe3 00JIauHbIe
CEPBUCHI, JIMI[AM, HE HMEIOLIUM JOCTyIIa K COOTBETCTBYIOIIECH JUPEKTOPHH WM MPOeKTy. Takke
3alpelaeTcs nepeaya ay TeHTUUKAIIMOHHBIX JAHHBIX K 00J1aYHOMY CEPBHCY TPETHHM JIMIIAM.

B ciydae uaMeHeHMs TOJIKHOCTHBIX 00s13aHHOCTEH WM YBOJBHEHUS TIPEJCTABUTEIISI KOHTPAareHTa
€ro y4érHas 3alKch B 00JJaYHOM CEepBHUCE He3aMeIUTEIILHO OJIOKHPYETCH.

TpebopaHusi 0 3aIHTE OT BPEIOHOCHOI'0 POrPAMMHOI0 00ecrnevYeHus

Bce cepsepbl u paboune CTaHIIMKM KOHTPareHTa, ¢ KOTOPBIX OCyIIecTBiseTcs goctyn Kk WT-
uHpacTpyKType OOIIecTBa, MPOU3BOIUTCS XpaHEHUE U 00paboTka naHHBIX OOIIECTBa, a TaKKe
UHBIE CHCTEMBI, 3aJCHCTBOBAHHBIE JUIS BBHINOJIHEHHsS PadOT MO JOTOBOPHBIM O0s3aTelBLCTBAM
¢ OO1ecTBOM, JOMKHBI OBITH OCHAIICHBI aHTHBUPYCHBIM [10.

JlomyckaeTcss MCHOJIb30BaHUE TOJIBKO JIMIICH3MOHHBIX AHTHBHPYCHBIX CPEJCTB, JIETHTHMHO
3aKyIUIEHHBIX y TIOCTaBIIUKOB TAKUX IIPOrPAMMHBIX U IIPOrPaAMMHO-aNapaTHBIX KOMILIEKCOB.
AnrtusupycHoe 110, ucnonb3yemoe KOHTPAareHTOM, JOJDKHO BCerla UMETh aKTyalbHbIC BEPCHH
AHTUBUPYCHBIX 0a3 W MPOTrpaMMHBIX MOJyJeH. YCTaHOBIICHHBIC 3AIUTHHIC PEIIEHUS IODKHEL
1I0JIy4aTh OOHOBJIEHHS U3 JOCTOBEPHBIX HCTOYHUKOB HE PEXKE TpeX pa3 B JICHb.

3anpemaeTcs YaCTUYHOE WM TOJIHOE OTKIIOYEHUE aHTHBUpPYCHOTO [1O (BBIKIIOUEHHE MOIYJIEH,
OTKJIIOYEHHUE 3aIIUTHI, 3aBEpIICHUE paObOTHI MPOrPaMMBI U T. J.). Takke 3amperacTcs H3MEHEHHE
KoHGuryparmuu antuBupycHoro IIO, mnpuBojsiee K CHHXEHHIO YPOBHS 0O0eCIIeUYeHHs
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uHpopmannoHHo Oe3omacHocTH. HacTpoiiku aHTUBHUPYCHBIX pELIEHHH JOJDKHBI BKJIIOYATh
IBPUCTHUYECKUE W CHUTHATYPHBIE METOJBI OOHAPYIKEHHsI, aBTOMATHYECKOE JICUCHHE 3apa’KeHHBIX
00BEKTOB, IPOTOKOJIMPOBAHUE COOBITHIA.

He pexe oaHoro pasa B HEJENIO JOJDKHO MPOU3BOJUTHCS aBTOMATH3UPOBAHHOE aHTHUBHUPYCHOE
CKaHMPOBAHHE BCEX CEPBEPOB U pabOUMX CTAHIIMA KOHTPAreHTa.

[Ipu obuapyxenun BpemoHocHoro 11O wim npyrux npusHakoB uHIMAEeHTa Wb Ha cucremax,
ucnois3yemMeix B pabore ¢ JIBC OOmiectBa, a Takke XpaHSIIMX U 00padaThIBAIONIMX JaHHBIE
OO1ecTBa, KOHTPAreHT 00sI3aH:

npourpopmuposats YUb (infosecurity@rcc-group.ru);

IPEKPaTHTh UCTIOJIH30BAHUE 3aPAXKEHHOM CUCTEMBI (OTKIIIOYHTH KOMIIBIOTEP OT CETH);
POUH(GOPMHUPOBATH HEMIOCPEACTBEHHOTO PYKOBOIUTEIIS.

Tpe6oBanusi K BbINOJHEHHIO paboT Ha ceTeBoil HHPpacTpykType Ob6mecTBa

Cozianue HOBBIX CETEBBIX COECOUHEHHH (MOIKIIIOYEHUI) MEXIy CEIMEHTAMM CETH U yCTaHOBKa
ceTeBOro obopynoBanus 0e3 cornacoBanus ¢ YWD 3anpemena. MeTo bl CETEBOTO B3aUMOICHCTBUS
C BHEIIHHUMH CETSIMHU JIOJDKHBI OBITH cornacoBaHbl ¢ YVB U oTpakeHbI B MPOEKTHOM, a TaKxke
B paboueil JOKyMEHTaIUH.

Bce TenexoMMyHHKAIOHHOE 000pYIOBaHUE JOJDKHO HAaXOAUTHCS B BBIAECJIICHHBIX 3alIMIAEMBIX
MOMEIICHUSAX WM TeJICKOMMYHUKAIMOHHBIX InKadax, o0OOpyJOBaHHBIX B COOTBETCTBUH
¢ TpeboBaHusIMU N0 (pusnueckoil OezomacHocTH. Bee HencnonbdyeMmble MHTEpGEHCHBIE MOPTHI
KOMMYHMKAIIMOHHOTO 000pYyA0BaHUsl JOKHBI ObITh OTKJIIOUYECHBI.

Bce xabenu xabenbHOW CHUCTEMBI JOJKHBI OBITH MPOJIOKEHBI B KOPOOax, (asbImosiax/moToaKax
WJIM UHBIM cII0COO0M, HUCKITIOYAOIUM UX BBIBOJI HApYKy. Bce KOMMyTallMOHHBIE TAHENIN JOJKHBI
OBITH PAcCIOJOXKEHbl B KOHTPOJIMPYEMBIX 3allUINAEMbIX IIOMEIICHUSX WIH 3alHpacMbIX
¥ OIUIOMOMPOBaHHBIX IIKadax.

Ha xoMMyTanMOHHBIX @aHENSIX JO/DKHA HAaxXOIUThCS MapKUpOBKa Kadelle B COOTBETCTBHUH
C TeKylled TaOauIed NOAKIIOUEHUH M coelMHEHWH. TenekoMMyHHUKAIIOHHOE 000py/J0BaHHE
JOJKHO OBITh MPOMapKUPOBaHO (HampuMep, HakJIeHKaMu Ha NepeHed MaHeNln) TakKuM o0pa3om,
YTOOBI €r0 MOKHO OBUIO OJTHO3HAYHO HJIEHTU(QHUIIMPOBATH, HAIIPUMED, 10 HHBEHTAPHOMY HOMEDY.

TpedoBanusi kK 00padoTKe MEPCOHATBHBIX JAHHBIX

[lepemaya (OCTYN) NEpPCOHANBHBIX [AaHHBIX OCYILIECTBISIETCS B TOPSAKE, yCTAaHOBICHHOM
BHYTPEHHUMH JIOKyMeHTaMu OOInecTBa, B COOTBETCTBUHU C JCHCTBYIOIIMM 3aKOHOAATEIHCTBOM,
perIaMeHTHPYIOMUM 00pabOoTKy MePCOHATBHBIX TaHHBIX.

Joctyn k cuctemam, cojepKalluM IepCOHAIbHbBIE JaHHBIE, NIPEAOCTABISIETCS IO COTJIaCOBAHUIO
¢ paDOTHUKOM, OTBETCTBEHHBIM 3a JaHHYIO cucteMmy, U YUb. 3ampoc noctyna ocymecTsiusercs
myTEM HampaBlieHHs 3asBKH 4epe3 cuctemy Service Desk wmm cimyxeOno#t 3ammcku B COJJ
DIRECTUM ot pabotuuka OO1iecTBa, OTBETCTBEHHOT'O 33 B3aUMO/IEHCTBHE C KOHTPareHTOM.
JlocTyn K cucreMam, COJEpKallluM MEePCOHANIbHBIE JAaHHBIE, MPEJOCTaBISETCS B COOTBETCTBUU
C MIPUHIIMIIOM MUHUMAJIBHBIX TNPUBWIETHA (OTCYTCTBHEM H30BITOYHOCTH TIpaB JOCTYyIa)
IpY HATHYAA MOTHBHPOBaHHOTO oOocHOBaHMs. OOOCHOBaHHME J[JOCTyHa JODKHO BKIIIOYATh
OINKCaHMe [TOCTABICHHOM 3a/1a4u, €€ peryIsipHOCTh, a TAKXKE MIPECIIely EMbIE LIETH.

3ampemaercss KOMMPOBaHWE W3OBITOUHBIX IS PEHICHUs BBINOJHSAEMOM 3a/layd IEePCOHATBHBIX
JTAHHBIX B JIOKAJIbHbIE XpaHUIUINA (HOCUTEIN HHPOPMALIUH).

Ilocie oxoHuaHHMsT pabOTBI €O CKOIMPOBAHHBIMM IEPCOHAIBHBIMH  JAaHHBIMH  (JIHOO
IPY IPUOCTAHOBKE pPAaOOThI HA JUIMTENIBHBIA CPOK) CKOINMPOBAHHBIC JaHHBIE JOJDKHBI OBIThH
yZJaJIEHBI U3 JOKAJIIBHOTO XpaHWJIHILA.

3ampeiaercss XpaHeHHe U 00paboTKa MEpPCOHANBHBIX JaHHBIX W3 cucTeM, Bxojsmux B UT-
uHppacTpykTypy OO1ecTBa, Ha CUCTEMBI, He TpuHaaIexamue OOIIecTBy, B TOM YUCIIE Ha JIMYHBIC
HOCHTETH MHpOpMaIK U 00JIauHbIe CEPBHCHI, 3a HCKIIIOYSHHEM CIIydaeB, corjacoBaHHbIX YUDB,
KOTJ]a TaKUe CEePBUCHI COOTBETCTBYIOT TPeOOBAHUSAM 3aKOHOATEIHCTBA.
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3.10.7. 3anpenaeTcs UMIOPT MEPCOHANBHBIX JaHHBIX B IpyTHe cucTeMBbI 6e3 cornacoBanus Y b, a taxke
BJIaJIeNIblIa aKTHBA, B KOTOPOM XPaHSTCS 1 00padaThIBAIOTCS JaHHBIE HA TEKYIIU MOMECHT.

3.10.8. 3anpemaeTcs 3710ynoTpedITH BO3MOXHOCTBIO JIOCTYTIa K IEPCOHATBHBIM JaHHBIM H HCITOJIE30BaTh
UX B JIMYHBIX IeNIX. B cirydae oOparneHus TpeThHX JIUI] ¢ TPOCKOaMH O JIOCTYTIE K IEPCOHATBLHBIM
JaHHBIM HeoOxoauMo npouHdopmupoBats YU (infosecurity@rcc-group.ru).
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[Ipunoxenue

K Pernamenty ucnons3oBanus
UH(GOPMAIMOHHBIX PECYPCOB
AKIHMOHEpHOTO 00IIecTBa
«Pycckast MetHast KOMIaHUs»

OroBopka Juist BKIIoYeHus B JoroBopsl AO «Pycckas MeJHas KOMIaHUs» ' :

Wcnonuutens’? o6s3aH BBIIONHATh TpeOOBaHMA PermaMeHTa HMCIONB30BaHMS WH(OPMAIMOHHBIX
pecypcoB AO «Pycckas menHast kommnanusy (fajee — PersiamenT), pa3MeneHHOro Ha OpUInaIbHOM caiTe
3akasumka’: https://rmk-group.ru/files/IT regulations.pdf. CTOpOHBI pPYKOBOJCTBYIOTCS ~pelaKIueit
PernamenTa, neificTByromeil Ha MOMEHT 3akiodeHHs JloroBopa / JONOJHHUTEIBHOTO COTJIAIICHHS K
Jorosopy™.

IMoanuceiBas HacToOsAIMN 10roBop (cornamenue), MIcmomHUTENs MOATBEPKAAET, YTO 03HAKOMHEJICS C
TEeKCTOM PernameHta mOTHOCTBIO, NpUHUMAaeT Ha ceOs 00s3aTeNbCTBa, KOTOpPHIE OTHOCATCS K
00s13aTeNIbCTBAM KOHTpareHTa B cOOTBETCTBHH ¢ PernmamentoM. Taxoke McmosHUTENh NOATBEPXKIACT, YTO
COIVIACEH C YCIOBUSIMH 00 OTBETCTBEHHOCTH, IIPEAyCMOTPEHHBIMU PeriaMeHTOM, CYHTaeT WX
COpa3MepHBIMH U HE HApYIIAIOIIUMHK €T0 IIpaBa ¥ 3aKOHHBIE HHTEPECHI.

! Hacrosiwas oroBopka o0s3aresibHa Uisi BKIKOYEHUA BO BCE JIOTOBOPbI, @ TAKKE B COMVIALIEHHS O KOH(UAEHLMATBHOCTH,
CTOPOHOI KOTOPBIX sBJIsETCA AKLIMOHEpPHOE 0011ecTBO «Pycckas MeiHas KoMnaHus». JJoroBopsl, COralleH s, 3aKIF0UEHHbIE
J0 Hauana AedcTBuA PerylaMeHTa, NOJDKHBI ObITh JONOJHEHbl YKAa3aHHOM OTOBOPKOI MOCPEICTBOM 3aKIIFOUECHHUS OTAEIBHOTO
JOMONHUTENILHOTO COTJIAIIEH s WIX NpH 0OPMIIEHUH OYEPETHOTO AOMOIHUTENLHOTO COTNAIeH s K JOTOBOPY.
? HaumeHOBaHye KOHTPAreHTa NPUBOJUTCS TaK, KAK YKa3aHO B JOroBope (MCIOJHUTENb, IOAPSIYHMK, TOCTABIIMK H T. 11.).
3 Haumenosanne AO « PMK» NpuBOIUTCS TaK, Kak yKa3aHo B JJOroBOpE (3aKa34uK, HOKyNaTesb U T. 11.).
4 Crnenyet ykasath J[OroBOp WM [OMONHUTENBHOE corylaumieHue K JOroBopy B 3aBUCHMOCTU OT TOTO, B KaKOH JOKYMEHT
BKJIFOYEHA OrOBOPKA.
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JIner perucrpanyuu u3MeHeHUi
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